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Program Objective

The objective of the Workshop is to discuss the threats posed by cyber-attacks,
cybercrimes/frauds and recent incidents; discuss the regulatory framework for

cyber security and how banks and financial institutions can assess and mitigate
cyber risks so as to be resilient.

Broad coverage of the workshop

i.  Regulatory framework
e Regulatory framework for cyber security
o Recent measures taken by RBI for instilling cyber discipline at banks
e How to improve the cyber risk management system?

ii.  Cyber risk management:

Cyber threats, attacks/incidents and impact

Cyber security governance model/framework and strategies
Cyber risk quantification

Cyber risk preparedness by banks

iii. Cyber Crime - Case Studies, Techniques & Methods of Handling Cyber
Frauds

iv. Innovative Solutions: Deception Technology —A new tool for effective
handling of cyber-attacks —banking case study

v. Use of SWIFT by banks

e Lessons to be learnt from the recent incident of unauthorized use of
SWIFT
e Structured and unstructured messages
o Understanding the risks and controls
Who can attend?

Senior officers at the level of Assistant General Manager or equivalent and above
from banks, Financial Institutions and Reserve Bank of India including those

involved with risk management, operations, audit, cyber security and CISOs.

Date: July 30, 2018

Venue : The Classroom, Taj Lands End,
Bandra (W), Mumbai

Type : Non-Residential

Program Fee: 20,000 INR + GST @ 18%
per person

For filing online nominations, please go
to the link below
http://cafral.org.in/Upcoming-

Programs.aspx

Last date for filing nomination
July 23, 2018

For more program details, contact:

M P Baliga

Senior Program Director

Tel: +91 22 2657 1042

Mob: +91 9820764986

Email: mpbaliga.cafral@rbi.org.in

Vinita Jain

Program Officer

Tel: 491 22 2657 1019

Mob: +91 98928 83647
Email: vinita.cafral@rbi.org.in

Pushpalata Nadar

Program Officer

Tel: +91 22 2657 1014

Mob: +91 7709575481

Email: pushpa.cafral@rbi.org.in

Program Conditions

Program fee is payable before the program.

e Nomination may be cancelled up to five days before the program.
The organisation may depute another suitable officer for the program, if the
nominated officer cannot attend the program.
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